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Technical Details

1. Introduction

Wireless Sensor Networks (WSNs) are one of the most widely used technologies in
our daily lives. The attractive feature of WSN is that the users communicate in a free,
open environment. The open nature of WSN makes it very prone to the malicious
attacks. One of the most frequently used attacks is the Denial of Service (DoS) attack
otherwise known as a jamming attack. Jamming attacks floods the transmission
channels by constantly sending useless packets and disrupts the communication
process between legitimate nodes. This type of attack blocks the on-going
communication and also reduces the lifetime of the network by exhausting the energy
of the sensor nodes. DoS attacks can be performed at all layers of the network. Being
the lowest and the first layer, the physical layer is attacked more by the jammers.

Payment for network resources, pushback, strong authentication and
identification of traffic are some of the mechanisms to prevent the jamming attacks in
a WSN. Therefore guarding against DoS attacks is a critical component of any
security system but there is lack of research for preventing such attacks.

The depth-based routing protocols, examined in this work. In DBR(Depth-
Based Routing) and EEDBR(Energy-Efficient Depth-Based Routing), stability period
quickly ends due to unnecessary data forwarding and high load on low depth nodes,
and a sharp instability period due to the fast energy consumption of medium-depth
nodes. In AMCTD, the substantial pocket loss is due to distant transmissions of
medium-depth nodes and which is not suitable for data-sensitive applications. The
AMCTD’s performance is better than DBR and EEDBR, respectively; however,
deficiencies do exist. To overcome the deficiencies observed, an Improved Adaptive
Mobility of Courier hubs in Threshold-Optimized Depth Based Routing (1IAMCTD) 1s

recommended.

2. Review of status of Research and Development in the subject
Shazana Md ez al (2014) proposes rapid advances of WSNs in supporting
various kinds of applications are motivating the researchers to perform extensive

research on the routing protocols. In this paper, we have presented a review on design



requirements and challenges of secure routing techniques for WSNs. We have
contributed our categorization and critical comparisons of the noteworthy protocols,
which should fill the void in this particular niche area. Furthermore, analysis of the
security context design issues offers the basic guideline to develop proper mechanisms
to combat the security infringements. Open issues are provided in order to stimulate
more research interests in those interesting areas.

Opeyemi Osanaiye et al. (2018) says DoS attack, in its different forms, is
detrimental to the availability of resources and services of WSN. It disrupts the
monitoring and sensing function of WSN by directing malformed packets towards the
target node to deplete its energy and resources. In this paper, we first present the areas
where WSN can be deployed, such as terrestrial, underground, underwater, mobile
and multimedia. The three main network structure of WSN; flat-based, cluster-based
and hierarchical-based network topology was also discussed before presenting a
taxonomy of the different forms of DoS attacks targeting different layers of the WSN.
A corresponding taxonomy was also presented for DoS defence in WSN, by
categorizing the proposed approaches according to the technique used, defence
network structure and their deployment location. A comparative summary of the
different defence techniques was presented together with the different IDS
deployment location, which is dependent on the network structure. Anomaly-based
detection and sensor node IDS deployment were identified as the most popular
detection technique and deployment location proposed. Finally, the drawbacks of

suggested techniques were highlighted and possible solutions were proposed.

W Al-Sakib Khan Pathan ef al. (2006) finds a large portion of the attacks
against security in wireless sensor networks are brought about by the inclusion of false
data by the compromised nodes inside the system. For protecting the consideration of
false reports by compromised nodes, a method is required for distinguishing false
reports. Be that as it may, growing such a discovery component and making it
effectively speaks to an extraordinary research test. Once more, guaranteeing all-
encompassing security in a wireless sensor network is a noteworthy research issue. A

considerable lot of the present proposed security plans depend on explicit system



models. As there is an absence of consolidated exertion to take a typical model to
guarantee security for each layer, in future however the security instruments turn out
to be settled for every individual layer, joining every one of the systems together to
make them work in a joint effort with one another will cause a hard research test.
Regardless of whether all-encompassing security could be guaranteed for remote
sensor organizes, the cost-adequacy and vitality effectiveness to utilize such

components could, in any case, present incredible research test in the coming days.

Hymlin Rose and Jayasree (2017) concluded that the new technique
proposed is very simple and as it is a clustering approach if any node is 1dentified as
the malicious node, the communication is altered to the other grouping by arranging a
new cluster leaving the malicious node. Therefore the transmission is not been
disrupted. Thus the spreading code which has been used. for receiving the
acknowledgement, if mismatched with the receiver, it also identifies that node as the
malicious node and stops transmission through that node. The performance metric is
analyzed based on the Packet Delivery Ratio (PDR), and it shows that, if the malicious

node present is increased, the PDR decreases and vice versa.

Raja Waseem Anwar ef al. (2014) Wireless sensor network is a standout
amongst the most developing innovation for detecting and playing out the distinctive
assignments. Such systems are gainful in numerous fields, for example, emergencies,
health monitoring, environmental control, military, industries and these systems
inclined to malevolent clients' and physical attacks because of radio scope‘of the
system, un-confided in transmission, unattended nature and get to effectively. Security
is a key necessity for these systems. In this paper, our focal point of consideration is
on physical attacks and issues in Wireless sensor networks. Through this survey,
effectively distinguish the reason and abilities of the assailants. Further, we talk about

understood methodologies of security identification against physical attacks.

Mini Sharma er al. (2017) survey of various attacks along with their
countermeasures in sensor networks is presented. The requirement for security in

WSNs is of utmost importance because it is susceptible to various types of attacks.



WSNs is vulnerable to attacks because of its dynamic nature, resource-constrained
nodes and large network scales. The paper also presents a detailed survey on IEEE

802.15.4 standard attacks and their countermeasures.

Javaid et al. (2014) proposed routing metrics such as Expected Transmission Count
(ETX) and Minimum Delay (MD), which are also used in localization-free routing
protocols. Another efficient scheme, Reliable and Energy-efficient Routing Protocol
for underwater wireless sensor networks (RERP2R) (Wahid et a/. 2010) employ the
routing metric based on the physical distances between the sensor nodes and exercise
it to achieve higher throughput in UWSNs.

Adaptive' Mobility of Courier nodes in Threshold-optimized DBR
(AMCTD) (Jafri e al. 2013) employs courier nodes to improve stability period and
network throughput. It attempts to confiscate a coverage hole problem, which is
necessary for data-sensitive applications. Improved Adaptive Mobility of Courier
nodes in Threshold-Optimized DBR (IAMCTD) (Jafii et al. 2013) is an enhanced
version of AMCTD. It devises efficient forwarding function to minimize the

deficiencies of AMCTD and also implements on-demand data routing.

2.1 International Status: NIL
2.2 National Status: NIL

3. Progress/achievement so far,

a) Reference papers were collected.
b) Literature survey was studied.

¢) Proposal work has been started in WSNs based on Jamming attacks.

4. Work Plan:

4.1 Methodology:
The main Objectives of the proposed work are as follows:

e To enhance the energy of WSNs by creating a shortest route between
nodes. To save energy in all of the clustering WSNs.



e To reduce transmission loss in WSNSs.
e To reduce packet loss in WSNs.
e To reduce the delay in transmission of data in WSNs.

Block Diagram:
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Figure 1 : Proposed System Architecture

e The proposed protocol performs on-demand data routing as the nodes
react immediately to sudden and drastic changes considering the value
of sensed attribute The sensor nodes, transmit control packets after
every 100 rounds for the computation of network density at the surface
sink, which is additionally used to succeed the deviation in the mobility

patterns of courier nodes and depth-thresholds.

o The data packet format of our system is shown in Figure 2 which
consists of sender ID, packet sequence number, depth information, and

payload.

Packet sequence

SenderID number

Depth Payload....

Figure 2: Data packet format



The proposed iIAMCTD technique deploy the network of 225 nodes
using arbitrary topology. The transmission range of sensor node is 100
meters, following the physical features of the underwater acoustic

modem. The network compared with proposed itAMCTD and DBR. For

simulation 15000 nodes have been deployed randomly.

Figure 3: Proposed Square grid 100 node WSN network

In iAMCTD, the efficient movement of courier nodes minimizes end-to-

end delay and decreases the energy consumption of low-depth nodes in

rare conditions.

Implementation of threshold-optimized data forwarding is an inventive

process for on-demand routing and removes forwarding of unnecessary

data in the network.

4.2 Time Schedule of activities giving milestones through BAR diagram.
Work plan (including detailed methodology and time schedule)

SLNo Activity Milestone 1" Year 2" Year
1. | Literature Review 1-6
2. | Analysis of existing system 7-12
3. Framework Design 13-18
4. System Implementation 19-24




Literature Review

Analysis of
existing system

Framework
Design

System

Implementation

4.3 Expected outcome within the time period of Seed Money Scheme

a) Prototype framework design can be implemented within the time period of
Seed Money Scheme.

b) Real time implementation of proposed work can be done within the time
Period of Seed Money Scheme.

5. Suggested Plan of action stating the name of funding agency where the
project will be communicated for financial support within the time period of

project.

Nil

6. Bibliography: Nil

7. List of Projects submitted/implemented by

Pl and Co-Pl)

Nil

7.1 Details of Projects submitted to various funding agencies:

the investigators (Separate for

Sl. No Title | Cost Month of Role as Agency | Status
in Submission | PCo-Pl
Lakhs
NA | NA NA NA NA NA
7.2 Details of Projects under implementation:
Sl. No Title Cost in Duration Role as Agency
Lakhs Pl/Co-PI
NA NA NA NA NA
7.3 Details of Projects completed during the last 5 years
Sl. No Title Costin Duration Role as Agency
Lakhs Pl/ICo-PI
NA NA NA NA NA
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