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Technical details

I.  Introduction

Cognitive radios have enabled the full utilization of the underutihzed license spectrum by
opportunistically transmitting without causing harmful interference to licensed users, With
development of cognitive radios. there are many new security threats have been raised. As per
Security threats concern as cognitive radio networks is a type of wireless network, 1t has all
classic threats present in the conventional wireless networks. Apart from that have a mamn
threat called Primary User Emulation Attack (PUEA) in the spectrum sensing process. To
Overcome Spectrum scarcity and unused frequency band, new spectrum allocation policy
called dynamic spectrum sharing is going to be used. This new policy would allow unused
licensed spectrum bands called as white spaces to be used by unlicensed user called as
secondary users {SUs). The success of this policy depends on the accuracy of the spectrum
sensing that 1s used by the SUs to detect the spectruin hole. The cognitive radio technology act
as the enabling technology for this dynamic spectrum sharing .Cognitive Radio (CR) enabled
Dynamic Spectrum Access (DSA) networks are designed to detect and opportunistically utilize

the unused or under-utilized spectrum bands.

2. Review of status of Research and Development in the subject
i} Attacks for spectrum sensing

Chen, Ruiliang, Jung-Min Park, and Jeffrey H. Defense against primary user emulation
attacks in cognitive radie networks.” IEEE Journal on selected areas in
communications 26.1 (2008): 25-37.

Reed Detection of presence of PUEA is an important problem PUEAs can be of two
types:Greedy PUEA: Under which the attacker transmitting fake incumbent signals force all
other users to vacate a specific band in order to acquire its exclusive use Malicious attack:

Under which the attacker mimic incumbent signals in order to cause Denial of Service (DoS)



attacks. Furthermore. mahcwous attack could alse cause DoS attacks 10 PU networks by
creating harmful mterference. There are many PUEA detection mechamsms in literature by
R.Chen et al. He proposed a location based authentication scheme for the TV white spaces
spectrum in which the location based RSS! database are formulated and the real time

measured RSSI] values are compared with these data base to detect the PUEA |

i) Principle of cooperative sensing and fading channel performance analysis

C. Chen, H. Cheng, and Y.-D. Yao, “Cooperative spectrum sensing in cognitive  radio
networks in the presence of the primary user emulation attack,” IEEE Trans, Wireless
Commun., vol. 10, no. 7, pp. 2135-2141.Jul. 2011

The performance of hard information fusion (HIF) strategy for cooperative sensing will
deteriorate CR user are not uniformly reliable. A novel virtual soft information fusion (VSIF)
strategy Is proposed which uses expectation for primary users (PU) presence probability to
replace the local sensing decision of each user in the information fusion by WANG Ben et al A
weighted cooperative spectrum when cooperative sensing framework for infrastructure-based
cognitive radio networks, to increase the spectrum sensing accuracy is presented by Yanxiao
Zhao et al. In this, each cognitive radio performs local spectrum sensing and computes the total
error probability which combines the false alarm probability and the missed detection
probability. The total error probability and the energy signal from the primary user are then
sent to the base station, the base station makes a final decision after combming the weighted
energy signals from all cognitive radios.Gradient-based fully distributed cooperative spectrum
sensing in cognitive radio is proposed for ad hoc networks. The licensed band used for TV
transmission is considered for the primary user by Waleed Ejaz et al. A heterogeneous network
consisting of primary radio network (PRN) and cognitive radio network (CRN) with underlay
spectrum sharing is proposed by Sanjay Dhar Roya et al. The PRN and the CRN have separate
BSs, and both networks are assumed to be multirate CDMA networks under this work. The
CRN employs beam forming at the secondary BS (SBS) for the CR user of interest. Increasing
the number of cognitive radio results the cooperation overhead and leads to a throughput
degradation of the cognitive radio network. Throughput optimization of the hard fusion based
sensing using the k-out-of-N rule is considered has proposed. Maximize the throughput of the

cognitive radio network subject to the probability of detection and energy consumption per



cognitive radio mn order 10 derive the opumal number of users. The optimal k and the best
probability of false alarm are considered by Sma Maleki et al Mobility driven power control

framework for CR is proposed.

iit) Cooperative sensing by Unnikrishnan. Fan et al.
In Cooperative sensing technique, multiple CR users are incorporated for finding primary user.
In this technique of primary transmitter detection there exist a hidden terminal problem, while
having a good line-of-sight to receiver. CR transnutter could not able to find the primary
transmitter due to shadowing as shown Dby Unnikrishnan,Fan et al. Cooperative sensing
techmques are classitied as

(1) Centralised Coordinated

{2) Decentralised Coordinated

{(3) Decentralised Uncoordinated.
tv) Performance of an energy detector over channels with both multipath fading and

shadowing by S.Attapattu et al.

In energy detection method, detection of the primary signal is based on energy of received
signal by Attapattu. If previous knowledge of the PU signal is unidentified, the energy
detection method is optimal for detecting any signals .In this approach, the radio-frequency
(RF) energy n the channel or the received signal strength indicator 1s measured to find whether
the channel 15 idle or not, In this method, the signal is given to the band pass filter to select
channel and integrated over time interval. Finally the output of the integrator is compared with
threshold to find whether the primary user is present or not. Based on the chamnel conditions
the threshold value can set to be fixed or variable.

Disadvantages of the scheme are—



{1) The threshold utihzed i enerey selection depends on the notse variance.

(2) Inability 1o distinguish the mterference from other secondary users sharing the same
channel and the PU.

(3} It has poor performance under low SNR conditions. This is because of the noise variance 1s
not accurately known at the low SNR. and the noise uncertainty may render the energy
detection becomes useless.

2.1 International Status: NIL

2.2 National Status: NIL

3.  Progress/achievement so far;

a)  Reference papers were collected.

by  Literature survey was studied.

c) Proposal work has been started in the Energy detection based Spectrum sensing for

Cognitive radio networks.

4, Work Plan:

4.1 Methodology:

The energy detector system consists of a wireless receiver which gives the digital version of
the received signal, then the energy of the received signal is calculated. The calculated energy
fed to the decision device. The decision device performs the decision of spectrunt sensing and
gives the output of whether the sensing spectral frequency 1s free or occupied by some primary
user. There are many algorithms are proposed for the spectrunt sensing in cooperative sensing.
Among all these algorithms energy detector is the only one that is less computationally
complex so it is adapted as one of the candidate in §02.22 standard of TV white space based
RAN network. The received signal under AWGN 18

Y (n)=s(n)+n(n)



s(n) s the transmited signal :n(n) is the additive Gaussian noise

The output that comes out of the energy calculator is energy of the received signal over the
time interval T and this output 1s considered as the test statistic to test the two hypotheses HO
and H1 by Arkoulis. HO: corresponds to the absence of the signal and presence of only noise.
H1: corresponds to the presence of both signal and noise. Thus for the two state hypotheses
numbers of nmportant cases are

R1) HI turns out to be TRUE in case of presence of primary user i.e. P {H1 / HI) is known as
Probability of Detection (Pd).

R2) HO turns out to be TRUE in case of presence of prumary user te, P (HO/ HI) 1s known as
Probability of Missed-Detection (Pm).

R3) HI turns out to be TRUE in case of absence of primary user 1.e. P (H1 / HO) is known as
Probability of False Alarm (Pf).

Block Diagram:

Energy Decision
CR-RX —»
'—"'» calculator deavice
Thereshold

PR

CR Energy detector system



4.2 Time Schedule of activities eivine milestones throueh BAR diagram,
- 1= in) fod

Work plan (imcluding detailed methodology and time schedule)

Sl ., . .
No Activity / Milestone " Year 2™ Year
i Literature review
1-6
2. Analysis of existing system
7-12
3. Simulation and Drawing the design
13-18
4, Hardware modelling
19-24
P25
20
15
10
5 “
0 -
Literrature Analysis of  Simulation and Hardware
Review Existing System  Drawing the Modelling
Design
4.3  Expected outcome within the timne period of Seed Money Scheme

Prototype Hardware design can be implemented within the time period of Seed Money

Scheme.

5  Suggested Plan of action stating the name of funding agency where the project will

be communicated for financial support within the time period of project. NIL
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7 List of Projects submitted/implemented by the Investigators (Separate for Pi and
Co-P1) Nil

7.1  Details of Projects submitted to various funding agencies:

SI.No Title Cost  in | Month of | Role  as| Agency Status
Lakhs Submission | PI/Co Pl

i

1 NA NA NA NA NA NA

7.2 Details of Projects under implementation

SI.No Title Cost in | Duratien Role as | Agency
Lakhs PL/Co PI

-
1 NA NA NA NA NA

7.3 Details of Projects completed during last 5 years

SI.Ne Title Cost in | Duration Role as | Agency
Lakhs P1/Co PI

J
1 NA NA NA NA NA
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