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Definition

A hespital information system (HIS} is an clement of health infarmatics that focuses mainly
an the administtationsl needs of hospitals, e sy implementations, a HIS is g
comprehensive, integrated infarmalion system desipted f¢ mavage all the aspects ol a
hospilal's operativn. such as medical, administrative, financial. and legal issues snd the
correspomding processing of services. 1lospilal information system (s dlse known as haspilal
manageient saftware ([IMS) or hospital maonpement swslum,

Potenttal benefits of hospital information systems inctude:
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*  EBificicatl and accurate administration of finance. diet of patient, cngioeering, and
distriburtion of taedicul wid. [ heips 1o view a broad piciure vl hespital growih

« Improved monitoring of drue usage, and study of eflectivencss. This leads 10 {he
reduction  of  adverse drug  mteractions  whilg prometing more  appropriale
phatmacentical utilizacon,

* Fnhances intormation inegrity, redoces transeription errors, and reduces duplication
of itdbrmation entrics,

* Hospital software iy easy o uge «nd ehminarcs errpr cunsed by handwriting, New
technology computer systams give perlect performuncs mult up inloimation from
server or cloud servers.

Benefits of HIS;

IHimproved inlomstion access.

2} Inereasedt healtheare professional’s productivity.

3) Improved cftiviency and accuracy of coding and bitling,
4) Ieproved quabily of fuealtheare,

3) inproved clinicyl manaperoent,

Rivk of Health information svstem:

The most critical threwt is power failure aof the server, and ihe second is power failure of
home personal compulers. Air<conditioning talure, sysiem and netwaork sofisware tailure,
munitor sepport saftware failure, wnd medical record sofiware filure are lso tneated ox
bigh-risk threats.

Clinicat documentation impruovement:

ILis the systemanic study ang application of kisms ledge shout how nslividuals and groups yeot
within the erganizations where |he Jowork. QU draws from othey disciplines w cieate o unigue
field.

Far cxample, when we revisy wpies sweh as personaiily and melivatien, we will again
toview studies foonn the lield of psychelogy. The wpic of 1eam proeesses relies heavily on 1he
field of zociology.

When we sluedy poveer und inflinence TN OYganizations, we botroyy heavity from polijeal
sCiengyes,
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Tven medical svience contributes to the ficld of Oreanizational Behavioue, particularly io e
stwdy of stress und s cffects gn individunls,

There is inceensing agesenient as 10 the componchts or tapics thal constitute the sebjeet area
of OB,

Altheugh there is 3til vonsidesalle delwate as to he relative anpanance vl change, Lhese
dppears Lo he general ageeemeat that OB includes the core wopics of mutivaron, leader
behavivur, und power, interpersonil CoMmmuocation, groups strusture and provesses. learning.
attitude development, and peyeeption, ¢ himge provesses, confict, work design, and work
SUICHS,

Electronie health recard:

An clectrenic health record (EEER] is the systematized collectivn nf patient emd poapulation
clecironiually stored healih intosmation in a digital format Mwse records can be shated ALross
WEfferent bealih cae setlings. Revarls arc shared thraugh network-connected, enterprise-wide
infrmation systems or vther informatiom neworks exclinoges. LHRS may include a
ranpe of dota, incJuding desnseraphics, imedical lestary, medieatiom and allerpis,
aimucization stavs, labomiory test tesults, rilivlapy images. vital signs. perssonal statistics
like ape and weipht, and billing inlormatisn,

For several decades, electianic health iecords (FHRS) haes been touled as key ta ivereasing
of guality caze. Todav, providers ane using data feonn paticac reconls improve gualily
iteomes thivimgh tkeir care munagement programs. Combin:ng multiple types ol ¢linical
dut fromt the systens heallh records bis helped clinicians wdentily and swatify chronically ili
prticats. LR can improve qualicy cace by using the dat ad ol ¥ICs b0 paevent
lussitalizativo: smeng high-risk patients.
Technical features:

o Digial formauting cnables infermation t e used and shared over sceore nelwnrks

*  Diack care {e.g. prescriptionsi and outcomes .o, Ml pressure

*  Trigger sarmmnes and veminders

*  Send and receive ordees, reponts. and resulis

*  Decrease billing provessing (e and ¢1cate more aceurite billing sy<rem

¢ [Tealth Endarmation Exchanps,
Software quality and usability Qeliciencies:

The 1ealtheare Inlurmation and Management Systems Sovicty, a very large 118,
healtheave 1 industry tzude groop, observed in 2009 that BR adoprion rates "have heen
slower than cxpectal in the United States. espevially i comparisen 1o other mdustry sectors
amd viher developed countrics, A key reason. usids from inital costs and Just produetivity
during EMR implementatinn, is Jack vl eMiciency amd usability of EMRs currendy available

The TLS Nadional Tostititle of Standauds and Tedmalngy of the Departivent of Commereys
studivd nsability i 240 aod lisis o number of speciiic issies that have been reporicd by
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heahh cans workers (3] Thhe VLS anilitaus's CIR. A1 CAL was reported 10 have sizni[Jeant
usabiltty issues.|44 | Furthermeore, studics such as the e conducted in V¢ Medical
Wferimatics and Decigion Makirg, alsa showed tha dlthuegh Uie implementation of
electrmic miedical records S¥StEmy has boen s preat assistance 1o goner| pactitionees there i3
S much rovm Jor cevision in the overall framework snd the wnonnt of lraining provided. [y
was ebserve thist the elforts 1y improve TR usabiliny shookl be placed in the contexi of
physician-patient comuunication

Hurdware aud workilnw consideraiions:

When a bealth facility has shocumented thetr winrk Sow amd chosen theic sofiware solution.
they must then consider the hardwars and SUPPeting devics indrastruciure Tor the end usrs,
Stattand patients will neee 1o engaze with varions devives throughout o pationt's slay s
chartiog wark Naw, Compueers, laptops, sll-in-one curnpaiers, ablels, munse, keyboards and
monites are all hardware devices that may bu wtilized. Other considerations will e lude
Supporting work surfsces andd equipment, wall desks ue arliculaling arms for end users 1y
vank on. Another iportant factor is how all thesg devices will be ithysically secured and
haw they will by charged that sesf) can always ulidize the deviees for FHR charting when
needed.

The: sucvess of eMealth interventioos is largely dependent on the abilily of the adepler 1 f, ully
unlerstand workiTov: and anticipat: potential Cinical JHUCERERE priar to implementalions,
Iailure 10 do s1 can ereate cust| 5 ol ime-censuming irtery PHERS W service delwery

Computer sceurity:

Computer security, evbersecurity or information lechnology security (1T secunity} is the
protection of computer systens and networks from the eft of vr danange 10 their hardweare,
sollware, or clevtronic data, as well us fron, the dismption or misitrectivn of Lhe sc; viges Lhey
provide.

The field is becorming more significant duc w the increased reliance Ol Connputer sysiems, the
Internetand wireless netwenk stundards sweh as Bluetooth and Wi-1%, and due 1o Ihe gramtly
ot "smait” devices, including smuriphones, televisions, and the varivus devices Al constilyte
ihe "Mitemnel of thinps™, Owing 1o its complexity, doth in tems of pelitics and technolugy,
exberseeurity is ulso one of the major chatlenges i the cimnlemporary wirld.

Infermation security cultyre

*  Pre-Evaluation: to identify the avearencss af intormation sccueily within cmplayces
and 10 amnulyvze the cureent seeiyi ¥ policy.

»  Swaicgic Plunning: 1o comge up with a bettes awareness pro prany, clear targets need to
be sel, Assembliog a tear of skiiled prefessionals is helpful 1o achicve i,
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»  Operative Planning: 3 poed secucity cultuce can be established based on internl
communication. maksgenentbuy-in, and Secutily awareness and a training program.

» Implementation: four stages should be used (o implement the informativn security
cultere. They are:

»  Commilment vl the management

»  Communtication with oreanizitivnal memhers
«  Courses lor all organizational members

»  Commiunen of the emplovees

¢ Pusi-Evaluaiiom; o assess the suceess of the plonning and itoplementation, and 1o
weatify wwress:lved areas ol concer.

Systems at risk

Finaavial svstens

The computer systeans of financial reeulaters und fnancial institations liky the US.

Seewrities :and Exchange Commission, SWIFT, investment kanks. and commeicial hanks

arc prominent hacking tacgets o cyberariminnls interested in manipulaling makels and

making ilkict pains.{30) Web sites and apps 1hiat aceept o store credit eurd numbers,

brokerape accounts, amel bank acevunt infarmation are alse prominenl hacking trgels,

because of the potential fot immediate finaneial gain [rame transterming money, making

purchases, or selbing the intarmation on the black Inarket,[31] b-store payment systems

and ATMs have alss been tarmpercd with in order to gaiher customer account Jduta and

PINs.

[hilities and inclustrial cguipment

Computers contral functions at many utifitics, imclwling coordimation of
telecommunicatinngs, the power grid, nuclear power plants. and vaive opening and closing
in water and yas networks. The Intemet is a rotetttial ultsck veetor for such nwehines it
conected, but the Swxnet wonn demonsteated 1hat even equipment controlled by
campulers nit connected ta the loternct can he vulnerable. In 2014, flie ¢ ‘omplter
Fmargency Readimess Team, a division of the epartiment nf Homeland Sceurity,
invuestigated 79 hacking incidents at energy cormpnics. Yulrembilities in smart meters
(marey of which e Jocal radio or cellular communications) can cavse prohlems widh
bilting Imnd,

Impact of sceurity breaches:

Surious tinancial damage has heen cansed by secunity breuches, but beeause there is 1o
stondard medel for estimating the cost of an incilgne, the onl ¥ data avuilable is thar which
is made public by 1he organizulions involved, "Several com Puler security consulting irms
produce cstimares of otal worldwide losses atteibtable to virns aod worm atlucks and to
hostile digital aves in genersl. The 2003 Jass estimates by these rms range trom 813
billion (vaorms aod viruses only) 1w $226 billion (for el formis of cavert attavks), he
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velinhility of these csticnates is often chaltengped: e underelying methodoloey is basicail ¥
anecdatal." Sceurily hieuches continge 1o cost businusses billions of doflars but survey
revealed that 66% ol sceurity staiis do not belis ve senior leadership takes cvber
precautions as u stiategic privce(y.

However. reasonable estimates of (he financinl cost of seeurity breaches can acinally help
WEalizations make rational investment decisions, Aveording ta the ¢lassic Gordun-Losh
Madel analyzing the aptimal investmen: level in information SeCWity, one can conelude
that the smount # firmn spesds to postect tulvmation shewdd gencrally be enly a stall
fraction vl the expected loss ( <., the expeeted value o) O Joss resulting fron a
eyberinformation security breach

Security by design
Some of the technigues in Ihis approach ingude:

* Lhe principk: of Jeast privilege, where ench parl of the systen has anly the privilepss
that arc needed tor its Function. That way cven it an attackor gnins acesss to 1hat pact,
they have only limiled sccess to the whaole sy'steny,

¢ Antemnated theorct proving 10 prve the correctiess of crucial sofiware subsysiems.

+  Code reviews und vait testing, approches to make madules o sceure whele
Fermal correctness proofs are not pussible.

* Ikfense i depth, where 1he dexipn is sweh thal more than ane subsysiem neels te by
vislgied K compromise Lhe inwegrity af the svsiem and the ioformation it halis,

*  Defeault sevure setrings, and desiun 10 "fail sceure” rather than "rajt insecure” (sec fail-
salv for the cquivalent in satety enginesring). [deally, o sceure systein should e Uine
adleliberale, conscious, knowledgeahle and froe decision on the part of legitimare
aulherities in order to make i1 insesure,

* Audit trails (racking system activily, s lhat when a sewrity hreach oveurs, the
mechanisin and eslent o) the beeach can he determined. Storin & audit trails reinotely,
where Lthey cun only be appended 16, can kecp inleaders from covering their teacks.

«  Tull disclosure of 4| valnerabilities, to ensure that the "windaw of vilnerabilily"” is
kept as short as pussible when hups are discovered,

[lealéh information tech nology

Fiealth sechnrology, particularly information technoleai, applicd to bealth and healds carc. Il
supports healih infarmatian management seross compulertzed systeins and the seetrs
exchange ol health infornition hetween cansumers, prsviders, pavers, and quahity m:mitors.
Based on an often-cited 2008 tepaTt oo a small serics af studivs conducted at four sites 1hat
provide armbulakiry care — theee 11,5, taedical cenicts and vae in the Netherlunds - the use of
efectronic health records (HRs) was viewed as the st promising tool far impraving the
averall qualtiy. safety and cfticiency of the health delivery syaiom. Aceoiding to a 2000
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repart by tlee Apeney for Heallheare Research and Quality, in an ideal world, broad and
consistent wilization ol TUT would:

¢ Improve beaslif care quality or eflectiveness

Increase health care productivity or ef Ticiency

*

Prevent medical cnoss and increase healih care necuracy and proceducal
COrrEcIness

Reduce health cure costs

Increase ndministative eificiensics and healhcare WOIK processgs

Decrease paperwork and unpraductive or idle work time

Fxtend real-lime communications of bealfh informalics among hewlth care
prolessicnals

Expand nceess we alTordalsle cure

I'ersonal heulth record:

{PHRY} is 1 health revord velere health dais and ofler information related 1o the care of a
patient is maintained by the paticnt. 1s stands o conteast W the mote widely used elecironte
medical record, which is operaled by institntions {such gs hospitals) amd contains dats entered
by clinicians (such as billing ilala) 1o suppoct Insunimes claims. The intention of a IR is to
provide a complete il aceusale summary of an individual's medical histery which is
seeessible online. The health data on a PHR might include patient-reporied tutcome data, Jab
results. aod dae from devices such as wiceless clectonic weighing seales or (vollected
passively] trom a smariphone.

A patient tracking system;

A paticnt fracking system (ulso called paticnt identification system}allows a heallheare
provider 1o log ol monitar the progeess of a person through the provision of care during
thuir stay tkere, Such systes sre parl vl an overall information 3ystem and may inleract with
the persoit’s electronic health recard, where information specilic qo the person is stored, the
system wsed by mdiolopy departinenis to rack ratizies us well as the system storing wedica)
imaees, the patholopy laboral wy infermation runagement s¥stem, as well as pauent sheek-in
and check-out svstens.

Incyeasinply peoply as well a3 biopsics and ussociated vquipment are tapped in various ways.
for example with radiosfrequency identification Lags,

A given 1loor or waed may use a white bonrd 83 ifs systemoto track the status of all Ihe people
bring cared for; for example, in un abstetrics wand. cach mother in labor is listed, olong with
her stutns and the time she was last checked.
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SRILAKSHMI NARAYAN A INSTITUE OF HIGHER EDUCATON
AND RESEARCH

Annexure - [11
Sancxure - Ll

LIGHT MICROSCGPE & 1'TS APPL] ATIONS

£ CHOICE QUESTIONS FATREN L(:Jl oA
Caurse Code: MLOCDE

L ANSWER ALL THE QUESTIONS

LAVhet rs Hospital information systern
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Z.What are 1he beneriss jof HIS .
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3. What ace dhe risk factors nt' ]S

G ey






SRILAKSHMI NARAYANA INSTITUL OF HIGHER EDUCATON
AND RESEARCH

Arnexnre - 111
A

HT MICROSCOPE & 118 APPLICATIONS

MULTIPLE CHOICE

Cude: MICUS

L ANSWER ALL THF QUESTIONS

L.What is Hospital information system
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2.8 haat are the benefis jof HIS
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AmexurelV
tudent Feedback Form

Cnurse Name: Hospital information system
Subjeci Code: MICOS

Name of Student: £ g ot Roll No.z I!1Ys v FESENS
Al

|
We are cunstantly looking (o improve aur clusses and dellver the best Lraining to you, Your

evaluations, comments and suggestions will help us 0 impraye our performance

I — : I .- | - — o
51, NO Pariwulais 1 7 3 4 5
3 | Obicctive of the cotrse is claar .
2 Conlrse contenrs anet with yonr
expetlitivung L
3 | Lecturee sequence was well planied
Lectires were ¢lear ond cilsy (o
4 undezstand L
5 | Jeaching aids were efTective
5 | Instructors cnmu}age inteaaction an.f
| vere hefp (ot Lo (R R,
y | The level of the conrse i |
- - . — T
g | venmll rating ulthe course - 2 N a 5
| |

 — ]
'M:Mg:s-aurs:andrnq,- - Exceflent; 2- Goud: 2- Sallsfoctory; 1 - Nor-Setisfactary

Sugeestiens it any:
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Student Feedback Form

Course Name: Hosgital Information system

Subject Corde: MICOS

Narne nf Student: g!. WA J e R Roll No.: = "1 sy L)y
Al flll NS
We aru constamily locking to i prove our classes and delver the bost timg inlng to you. Yaur

evaluatinns, comments and Supgestions will help us to imprave aur performance

. S —
51N Particolars 1 2 3 q 5
1 i Ohtiective w' the course is cloar - ,
L.
B '2 Course cantents met with vour - ]
EXPECHLEONS b
3 | Lectwrer scquence wits well planned ¢ -
| eelures wene ¢l and £iLsy o
. ondysstaund St
5 | Tesehing aids were e jvg -
o
g | Mstructors cncomrage intertction and =
__Lworg helpful 1 .
The Jevel of the conrge
7 -
- l
{ver: ting of the ¢ : :
|_ 3 erall rating of the ¢ounse . " . ' " 5

"Rarv'ng.- 5= Oumandmg,:'.d ) fx-reﬂenc d~Gopd; 2-Satisfactory; 2. Hat-Sotisfactary

Suggestings il any.
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This is to certify has

actively participated in the Value Added Gourse on Hospital information

system — June

2017 to December 2617 Organized bv Sri Lakshmi Narayana Institute of Medjcal Scicnces,

_ucsmrw_..onp.u? 605 502, India,

I
ﬂ
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1IJ[_. \ﬁ—m.q.t?vﬂ..(r.. :
Dr. S. ;mwmvaajm Di"Kamatchi
RESCURCE PERSON COORDINATOR
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This is 10 certify that has

actively participated in the Value Added Course on

Hospital information system — June

2017 to December 2017 Organized by Sri Lakshmi Naravana Institute of Medical Seiences

. Uw

Pondicherry- 605 502, Tudia.

~
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! ..,r,.v".:uw..,”..‘ﬁyr -

/ i i L 3 S

Dr. S, ;mwmvwmafm | Dr. Kamatchi
RESCURCE PERSON COORDINATOR







IJate : 28.09.20:1 7
Fram

Dr.SJayapredha

IXpactment of Miczabinlogy,

i Lakshmi Nazayanalnsttuge ul’ Medicl Seierees, Pudhocherry

Bharath; Instituyee of Migher Educytion and Researeh, henngi.

hrough Proager Channct
Tu
Tlye 132an.

S0t Likshmi Nuravanit Inslilule nf Medicsl Sciences. Pudhug hunw
Bharath Institute ot [ lighes Educatiun snd Research.Chenmi,

Sul:: Completion of vale-adiled course - Hospitai information systein

Decar Sir,

With refercuce 1y L soh’ect menticned above, the department his conducted rhe value -addddzd
caurse lilled Hegpiva! intarmation system for 20 sewdents, We saiici| your kind action o sead conificates
tor the parliciparits, that is atiached will this letter. Alzo. J am attaching 1he Phetographs captured dusing
the comducr of Kk courss.

Kind die&,:.ly?
DS, Tayapfadha

Encl:  Certificatesd: photagiuphy












